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∞321

Agenda

● Visibility

● Users, roles, applications

● Application inventory

● Governance



Visibility

● Visibility: fundamental requirement of cybersecurity

● Knowing what you have is the first step to protect it

● Who has access to what and why

● “Application” is a central concept



Users, Roles, Applications and Resources

● Representation of business relation

● Direct and indirect assignments

● Assignments

● Inducements

● User has access to Application



Application vs Resource



IGA is a Bridge

● Persons – Users – Accounts

● Roles – Groups – Permissions

● Organizational units – Teams – Groups

● Applications – Assets – Namespaces

● Devices – Nodes – Appliances

● Policies – Controls – Rulesets

● Processes – Tasks – Procedures

● Locations – Sites – Zones



Application Role – Interconnection of Three Worlds

● Application role: AppABC – Basic User

● Basic read access to application ABC. No editing. 
Owned by James Doe. 
Accessible via: https://abc.organization.com/login

● Providing access to AppABC

● Create the user account on Keycloak and assign member 
to group abc-user.

● What is important to users ?

● What is important for provisioning ?

● What is important for security teams ?

https://abc.organization.com/login


Speak business language

● Business: user / access / application

● Technical: account / entitlement / resource

● Access is manageable by business

● Access requests

● Access reviews

● Rules are manageable by business

● Create business role and assign it to team

● Add app role to Org unit

● Concept may be extended

● Add identity, policies, …

● Most important: Application



Application Inventory

● List of all known applications in an organization

● Application vs Resource

● Live data: actively synchronized

● We want to know about application,
even if we cannot reach it yet (no resource)

● Even more important with instant apps 
(vibe coding)



Application Inventory Synchronization

● Generic synchronization mechanism
since midPoint 3.0 (2014)

● Synchronization with other application directories

● Enterprise architecture catalogs

● IT platforms and orchestration (k8s, Proxmox, etc.)

● Cybersecurity asset management

● Mapping, correlation, orphan management
and everything else



Application Inventory Synchronization Demo

● CSV input, simulating enterprise architecture catalog

● Sync with CSV, discover new apps

● Correlate to existing app by using identifier (appId)

● Unmatched apps: create new inventory entry

● Lifecycle state mapping

● Management of shadow IT

https://github.com/Evolveum/midpoint-samples/tree/master/samples/demo/alice

https://github.com/Evolveum/midpoint-samples/tree/master/samples/demo/alice


Application Governance



Application Governance

● Application owners & classification

● Compliance policies

● Require owner

● Require classification

● Compliance dashboard

● Application catalog links



Conclusion

● IGA is a bridge: IT – Cybersecurity – Business

● Speak business language

● Application is a key concept

● Inventory is crucial:
you cannot protect it if you do not know that you have it

● Governance is the ultimate goal



2nd Annual MidPoint Community Meetup

Thank you for your attention
Feel free to ask your questions now!
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