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Co je to bezpeénost'?
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Co je to bezpeénost’?

Bezpecnost’ je proces

A process cannot be understood by stopping it. Understanding
must move with the flow of the process, must join it and flow
with it.

-- First Law of Mentat
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Co nie je bezpeénost'?

Firewall nie je bezpecCnost
“BezpecCnostny projekt” nie je bezpecCnost
“Patchovanie™ nie je bezpecnost

Bezpecnost nie je produkt, projekt, riesenie, ...

Bezpecnost nie je staticka, ale dynamicka
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Bezpecnostny manazment

Start

Analyza

Implementacia

Zmena ¢
Incident

Monitoring
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“Bezpecnostny projekt”

Priprava projektu

» Bezpecnostna politika, poziadavky

Rizikova analyza

Navrh opatreni
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Bezpecnhostny proces

Priprava projektu

» Bezpecnostna politika, poziadavky

Rizikova analyza

Navrh opatreni

Revizie [l

Implementacia
Reakcia na icidenty P

opatreni
Zmenove konanie

Bezpecnostny audit

Pevadzka a monitoring
TBGS
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o Priprava projektu

= Vytvorenie projektoveho timu
= \VySSi manazment: presadenie vysledkov, podpora
= Bezpecnostny spravca
= Systémovy spravca, spravca siete, ...
= UrCenie rozsahu a metodiky projektu
= Kratka a rychla analyza

» |Informovanost
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“Security Officer”

= Administrator = Security Officer
= Ulahcovat zivot
= Chod systémov
Nehody, chyby
Len IT

Komplikovat zivot
Bezpecnost systemov
Uto&nik (+ nehody, chyby)
Nie len IT
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.2 Bezpeénostna politika
7%/ Bezp p

= Vyjadrenie zameru a cielov

= Jasna podpora top manazmentu

= Bezpecnost je priorita
= Obsah dokumentu

= Konreétne pravidla (malé organizacie)

= Ramec pre smernice (vacsie organizacie)
= Nemala by sa obmedzovat len na IT
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=N/ Rizikova analyza

= Zhodnotenie urovne rizika
= Druhy “analyzy™:
= Security Assessment: neformalna

= Risk Analysis: formalna, pouzity model
= Audit: formalna, potvrdenie stavu
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-2, Rizikova analyza — model

~~

e Databaza zakaznikov

A t e \Web server
SSEIS . chod vyroby

AAktlva
Risk
Riziko _» Threats *Hacker
Hrozby * Zlode;
e Poziar
Vulnerabilities

Slabé miesta

e Diera vo firewalle
e Okno bez mrezi

* Nefunk¢ny hasiaci pristroj
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- Rizikova analyza
= Model

« Kvantitativny ($$$)

= Kvalitativny (“malo”, “mierne”, “vela”)

= Vedenie analyzy

= Automatizovany nastroj (RiskPac, CRAMM, ...)
= Experné zhodnotenie

= Vysledok

= Zhodnotenie rizik v urcCitych oblastiach
= CIA, Fyzicka-logicka-antivirova-zalohovanie-...
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Navrh opatreni

Riziko
Riziko

I = = | _Firewall

| ,Zalohovaci plan

Patch

Rezidualne
Riziko

Pozadovany Zisteny Pozadovany Zisteny
stav stav stav stav
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- Navrh opatreni
~~

= Navrh bezpecnostnych opatreni

» Kratkodoba varianta (Malo $$$, rychlo)
= Dlhodoba varianta (Systematickeé riesenie)

= Navrh procesov bezpecCnostneho manazmentu

Monitorovanie, reakcia na incidenty

Revizie, pravidelné Cinnosti

Havrijné planovanie
Zachovanie kontinuity
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+ -\‘3 Implementacia opatreni

Implementovat to, Co bolo navrhnute

Samostatné projekty pre Ciastkové ulohy

= Autentifikacia, SSO
Firewalling

Monitoring systemy, zbieranie logov

Zavadzanie procesov a procedur
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Bezpecnhostny audit

= Potvrdenie, ze opatrenia boli implemetovane
spravne

= Formalizovana metodologia

= CISA — Certified Information Systems Auditor
= |[ISACA - Information Systems Audit and Control Assoc.
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p :‘v Prevadzka a monitoring
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Incident
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Reakcia




Reakcia




Zakony a normy

Ochrana osobnych udajov (428/2002)
= Vytvoreny “bezpecnostny projekt”

Ochrana utajovanych skutocnosti (241/2001)
= Zakon a vyhlasky
= R6zne poziadavky pre rozne urovne

1ISO 17799 (BS 7799): IT Security Management
ISO TR 13335: Guidelines for IT Security
1ISO 15408: Common Criteria
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ISO TR 13335
B

IT Security Policy
m—

IT Security Organizational Aspects
-

Risk Analysis
-

IT Security Recommendations
N

IT System Security Policy
—

IT Security Plan
—

IT Security Implementation
-

Follow Up

1BGS
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Zaver

v y Analyza
Bezpecnost je proces
Bezpe€nost je proces  reai® = |\ /'mp'eme“técia

Bezpecnost je proces o ine
Zaklad: Bezpecnostna politika

Aspon zakladna rizikova analyza (1 stranka A4)
Implementacia procesov:

= Zalohovanie, monitoring logov, revizie konfiguracii, ...
Monitoring a reakcia
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zZaver

= Bezpecnost je reakCny system

= Reaguje na (nepredvidane) incidenty

The road of life can only reveal itself as it is traveled; each turn
In the road reveals a surprise. Man's future is hidden.
-- Anonymous

Business Global Systems



Questions?
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Bonus Track:
Bezpecnostneé povery a myty

Buzzword Dictionary — Vol. Il:
Security Buzzwords
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Business Global Systems, a.s.

Thank you ...

Ing. Radovan Semancik
Business Global Systems, a.s.

Pluhova 2
83248 Bratislava

semancik@bgs.sk



