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Uvod

¢ TCP/ IP - Transmission Control Protocol/Internet Protocol
» Zaklad Internetu (ARPANET)
* Prepajanie lokalnych sieti

* ARPANET z pocCiatku uzavrety => nizka
potreba zabezpecenia

* SucCasnost: Internet = komercné médium
* Potreba zabezpecCovania sluzieb
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TCP/IP Hlavicky

Version | IHL | Type of service Total length
|dentification Flags Fragment offset
Time to Live Header checksum
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TCP/IP Hlavicky
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TCP spojenie

Otvorenie spojenia
( three-way handshake)

SYN, seqg=1111

D SYN,ACK, ack=1111, seq=4321

»
ACK, ack=4321




TCP spojenie

Prenos udajov

ACK, ack=4321, seq=1111, DATA=‘HELLO’

-

<
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D ACK, ack=1116, seq=4321, DATA='OK’

>
ACK, ack=4323, seq=1116
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Problemy bezpecnosti TCP/IP
* Spoofing a spol.

* Bombardovanie - “flooding”

* Aplikacné problémy
Filtrovanie TCP/IP - Firewall
Zaver




IP Spoofing

source=10.0.0.2
10'1'1'222 destination=10.0.0.1
D SYN, seq=1111

K

source=10.0.0.2
destination=10.0.0.1
ACK, ack=4444, seq=1111
DATA=rm -rf /’

P
«

source=10.0.0.1
destination=10.0.0.2

10.0.0.2 SYN,ACK, ack=1111, seq=4444 10.0.0.1



Hijacking

ACK, ack=4321, seq=1111, DATA="Password:’

-
—P

Source=10.0.0.2
destination=10.0.0.1
ACK, ack=1120, seq=4335, DATA=rm -rf /’




Flooding - bombardovanie

Source=10.1.1.222 3@*
ﬁis\t /

10.1.1.222




SYN Flooding

Source=10.0.1.5, SYN, seq=5484

A

Source=10.3.8.14, SYN, seq=1287

A

Source=10.8.15.2, SYN, seq=5684

A

Source=10.8.15.2, SYN, seq=5684

A

Source=10.1.54.89, SYN, seq=9547

A

Source=10.78.2.9, SYN, seq=7546

A

Source=10.5.88.45, SYN, seq=6045

A

10.1.1.222



Aplikacné problemy

finger papek@domena.sk i,
Real Name: Krepy Papek MO I
>
« 10.1.1.222
10.0.0.1 finger +¢i®a¢ Tv+¢Yaus¢ 3alle s+ %t

YolLO¢ |MO¢,0¢j@0¢—+0¢ H+0¢,
Ho¢p,06L6¢U"6¢ Ko MO\
0¢,00¢,1K6¢1Q0¢,000¢,-6¢,<HO
Z+0:0#H0:0@0¢EO:IMOE, 106,
—&0¢7-0¢,10¢"MOERO¢,_ #0¢ M
0¢,PEOGENOGG,'FO¢,°0¢ WO, KO

¢ #O0,—F0O¢ #0¢ A0, UBO¢ +Q0¢,
[+0¢, T#0¢,Z0¢,%0¢ H0¢, 006y
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Filtrovanie TCP/IP - Firewall
* Druhy firewallov
* Filtrovacie pravidla

zaver




Firewall

source=10.0.0.x: Permit

-

B
>

10.1.1.222



Druhy firewallov

* Bezstavovy paketovy filter
* Malo bezpecny, lacny, velmi bezny
* Cisco ACL, Linux, ...

e Stavovy paketovy filter
* Bezpecny, vysoka cena, komplexny
* CheckPoint FW-1, Cisco PIX

* Brana (Application gateway, proxy)
* Velmi bezpecCna, minimalna flexibilita
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Filtrovacie pravidla

Bezstavovy firewall

HTTP

10.10.10.10 | =  DNS g
Action |Proto |Source Destination |Service
permit |TCP |ANY ANY ANY I SYN
permit | TCP |ANY 10.1.1.10 | http(80)
permit |ICMP |ANY ANY
permit |UDP [10.10.10.10 |10.1.1.10 |dns(53)
permit {UDP |10.1.1.10 |10.10.10.10 |dns(53)
ANY |ANY ANY




Filtrovacie pravidla

Stavovy firewall
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»

10.10.10.10 | = DNS et
Action |Proto |Source Destination |Service
permit |TCP |ANY 10.1.1.10 | http(80)
permit |[ICMP |ANY ANY echo
permit |{UDP |10.1.1.10 |10.10.10.10 |dns(53)
ANY |ANY ANY




Filtrovacie pravidla

Linux ipchains

HTTP

B

»

e

T

[
»

10.10.10.10 =  DNS

10.1.1.10

Ipchains -P forward DENY

Ipchains -A forward -p tcp ! -y -] ACCEPT

Ipchains -A forward -p tcp -d 10.1.1.10 80 -] ACCEPT

Ipchains -A forward -p icmp -] ACCEPT

Ipchains -A forward -p udp -s 10.10.10.10 -d 10.1.1.10 53 -] ACCEPT
Ipchains -A forward -p udp -s 10.1.1.10 -d 10.10.10.10 53 -] ACCEPT



Filtrovacie pravidla
Cisco ACL

HTTP

B

»

(]

T

[
»

10.10.10.10 = DNS

10.1.1.10

Ip access-list 111 permit tcp any any established

Ip access-list 111 permit any host 10.1.1.10 eq 80

Ip access-list 111 permit icmp any any

Ip access-list 111 permit udp host 10.10.10.10 host 10.1.1.10 eq 53
Ip access-list 111 permit udp host 10.1.1.10 host 10.10.10.10 eq 53
Ip access-list 111 deny ip any any

Ip access-group 111 out



Linux firewalling
e 2.0.X - “Ipfwadm”

 Len zdkladné funkcie bezstavového firewallu,
nizka rozsSiritelnost’

* 2.2.X - Ipchains

* RozSirena funkCnost, integrované moznosti
“masquerading” a “transparent proxy”, stale nizka
rozsiritelnost’

e 2.4.X - netfilter

* Flexibilna kostra pre integraciu firewallingu do sluzieb
sietovych protokolov v jadre

 Bohaté moznosti, lahké rozSirovanie



Dakujem za pozornost’

Ing. Radovan Semancik
semancik@bgs.sk
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